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IN TIE SENATE O TIHE UNITED STATES
»
May 1,1974 «

Enrwiy (for himsel £, 3Mr, Perey, and My, Moesiar) introdieed the followi ing
billy which was read twice and veferved to the Committee on Government
Operations

. s
i

establish a Federal Priv acy J)Ould to oversee the eatherine

o o)

~and  diselosure of informiation concerning individaaly, to

o
provide management syvstems i Federal agencies, State,
and local governnrents, and other organizations regarding

such information, and for other purposes.

Be 1t enacted Z)!,‘/ the Senate and House of Ilepresenta-
tives of the United States of America in Congress assembled,
TITLE I—FEDERAL PRIVACY BOALRD
%"I?;\IiLISIIZ\I’EN'J‘ Ol BOARD

Sre. 101, (a) Theré- is 'cstnl)]ish’éﬁwm th(, Cxecitive
hranch-of the Government t ho 10(10 al Privacy Board which
Al e componed of five meribers who shall heappainted
by the Presidont by and with the adviee aind consent of the

It

!
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1 Senate from among members of the publie at Jarge who are
9 not officers or employees of the United States. Not more

3 han three of the members of the Board shall be adlhierents

4 of the same political party.
5 () The Chairman of the Board shall be elected by

.

6 the menibers of the Board every two years.
7 (¢) Each member of the Doard shall be compensated at
8 thg rate provided for GS-18 under section 5332 of title 5 of
9 the United States Code.
10 (d) Members of the Board shall be nppoimoﬂ for a term
11 of three years. No member may serve more than {wo terms,
12 (¢) Vacancies in the membership of the Board <hall be
13 filled in the same mauner in which the original nppoi’x'xtn‘z(‘m
14 was made.
15 f) Vacancies in the membership of the Doard, as long
16 as there are three memhers in office, shall not impair the
17 pofer of the Board to execute the functions of the Board.
18 Three menbers of the Board shall constitute a quorim for
: - .
19 the transaction of business.

20 (¢) Members of the Board shall not engage in any other

e

o1 cmplovment during their tenure ax members of the Board.

22 FUNCTIONS OF TITE BOARD

a3 Se, 102, The Board <hall—

21 (L Dbl :nf;hnm;ﬂ Pt Do Birectory oo
25 United States containing the e and Gharaeteristics

20 ol cach personal nfornation systeniy
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2) consulf with the heads of appropriate depart-

—

ments, agencies, and in:stl1"11%11(&11?;1?11ics; of the Government
i aceordance with secetion 103 (5) of this Act;

(3) ke rules to assure complhiance with title IT of
this Act; and |

(4) perform or cause to be performed such researeh
activities as way hecome necessary to implement title IT
of this Act, and to assist organizations in complying with
the 1'0qniremonfs of such title.

POWERS OF TIIE BOARD
Sre. 103, (a) The Board is authorized—

(1) to be granted admission at reasonable hours to
premises where any information system is kept or where
s computers or cquipment or recordings for antomatic data
processmg are kept, and may, by subpena, compel the
production of doenments relating to such information

p
systenn or snch processing as is necessary to carry out its
functions, except that the production of personal informa-
tion chall not he compelled without the 1)1'101' consent of
the data subject to which i pertains;

(2) upon the determiuation of a violation of anv
provision of this Act or vegnlation promulgated wnder
this Net, to, after h’}‘b)pm'm:aif’\f for-a hearing, order the
\’32:’..’,‘;&;‘;/4;;;»:: 3 ;U:(!f'%fé;j “i b PNt b e RYITIRNIVIN

siiehy violation
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(3) to delegate its anthority under this title, with
respect to information systems within a State or the Dis-
trict of Clolumbia, to such State or Distriet, during such
period of time as the Board remains satisfied that he
authority established by cuch Siate or District o carry
out the requirements of (his Act i such State is satis-
factorily enforcing those provisions;

(4) to conduet open, public hearings on all peti-
tions for exceptions or exemptions from provisions, appli-
cation, or jurisdiction of i‘his’ Adt, o,\:.(‘ept that the Board
shall not have autharity to make such exeeptions or ex-
cuptions bt shall subnit :’1})1}!‘(:})1‘3:‘\?‘0 reporis and yee-
ommendations to Congress; and ' .

(5) to the fullest extent practicable, to consilt with
the heads of 2131')7'<'>‘151'i;1t‘c departments, agencies, and in-
strumentalities of the Government in carrying out the
functions of the }'o:u'd}mdef this Act.

(b) The Board may procure such temporary and inter-
mittent services to the same extent as is anthorized by sce-
tion 8109 of title 5, United States Code, but at rates not to
exceed $100 a day for individuals. |

REPORTS
Spe. 104, The Doard shall report, annually, on its ae-

T RO S RS N RN UYL O B EAR O R AR TR E
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TITLE II—STANDARDS AXND ;\LXNX.GE)HSZ\"E SYS-
- TEMS FOR ANDLING INFORMATION RELAT-
ING TO INDIVIDUALS
SAFEGUARD BEQUIREMENTS FOR ADMINISTRATIVE, STATIS-
TICAL-REFORTING AND RESEARCIT PURPOSES
See. 201, (a) Any Iederal agency, State or local gov-
ernment, or any other organization maintaining an informa-
tion system that includes personal ﬁ}f ormation shall—
(1) collect, maintain, use, and disseminate only
personal information neeessary to accomplish a proper
pm'poée of the organization; |

(2) collect information to the greatest extent pos-

~  sible from the data sabject directly;

) (8) cstablish categories for maintaining personal

infornmtéon to operate in coujunction with confidentiality

Jequirements and access controls; i
(4) maintain iuformation in the system with ac-

curacy, completeness, timeliness, and pertinence as nec-
: rd

cssary Lo assure falrness in determinations relating to a

data subject;

(5) make no disserination to-another system with-

out (A) specifying requirements for security and the

nse of information exclasively for the purposes set forth

Y
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limitations on access thereto, and (13) determining that
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- provide cuhefantinl assiirasee
that those requirements and lmitations will be ohserved;

(6) trausfer no personal information b(*},'oifﬂ the
jurisdiction of the Tnited States without specific anthor-
ization from the data subjeet or pursuant to a treafy or
exceative agreement in foree gnaranteeing ‘that ml‘y
foreign government or arganization receiving personal
information will comply  with the applicable provisions
of this et with respeet to such in i'{n‘maﬁon;

(7) afford any data subject of a foreign nationality,
whetlier residing in the United States or not, the same
yights mnder this Aet as ave afforded to citizens of the
United States;

(8) maintain a list of all porsdns having regular
atcess to personal information in the information

system;

& .
(9) maintain a complete and accurate record,

ipeluding identity and purpose, of every access to any

personal information I a systeny, including the identity

of any persons or erganizations not having regular

access authority;

(10) take affimuative action to establish rules of

conduet and inform each person involved in the desion.
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tained therein, of the requirenents of this Act, including
any rules aud procedures adopted pursuant to this Act
and the penalties for noncomphanee;

(11) establish appropriate safeguards “to secure
the system from any reasonably foresecable threat to s
_security;

(12) comply with the written request of any in-
dividual who receives a communication in the mails,
over the telephone, or in .porson from a commercial
organization, who bdlieves that the name or address
or both, of such individual is }nvai]:;blé becanse of ifs

inclusion on a mailing list, to remove such name or

~ address, or.both, from such ligt; and

, (13) coillbc.t no personal iuformation concerning
the 1’)0}itim], or religious beliefs, afliliations, and- activi-
ties of data subjects which is maintained, usc;d or dis-
seminafed - or by any nformation system operated
by any governmental agency, unless anthorized by law,

(b) (1) Any such organization maintaining an infor-

mation system that dissenmimates statistical reports or research

findings based on personal nformation drawn from the

system, or from systems of other organizations, shall—

.

{A) make available to any data subjeet or group

[T LTS O T R AR R B

materinly necessary to validate statistical analyses;and
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(B} ke no materials available for independent
analysis without guarantees that no personal inforniation
will be nsed in a way that might prejudice judgments
“about any data snbje('t .
(2) No Federal agency shall—

(4) require any individual fo disclose for statisti-
cal purposes any personal information unless such dis-
closure is required by law, and such individual is
informed of such requirement;

(B) request any individual to \'o}untzii‘i}y dizclose
personal information unless such request is specifically
authorized by law, and the individual is advised that such
disclosure is voluntary;

(C') make available to_any. person, other than an
nuthorized officer or emplovee of a Federal agency, any
statistical study or reports or other compilation of infor-

«
mation derived by mechanical or clecironical means
Jrom any file containing personal information, or any
manual or computer material relating thereto, exeept
those prepared, published, and made available for gen-
cral public use; or
(1)) publish statistics of (axpayer fncome classified,

a a

in whole or i part. on the hasis of o eoding system foy
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(¢) Any such organization maintaining or proposing

to establish an information system for personal information

§

shulk—— /’ | , ,

(1) “give nofice of the existence and character of

i
v - \ ) .
cach existing system oncl a vear to the IFederal Privacy

Board; /

(2) give public notice of the existence and char-
acter of each existing system each vear, in the case of
Federal organizations in the Federal Register, or in the
case of other organizations in Jocal or regional printed
media likely to bring attention to the existence of the
records to data subjects;

(3) publish such annnal notices for all ifs existing
systems simultanconsly ;

I ) -

(4) 1 the case of a new system, or the substantial
modification of an existing system, shall give public
uotice amd notice to the Federal Privacy Board within a
reasonable thime but in no case less than three months, in

r 4
advance of the initiation or modification to assure indi-
viduals who may be affected by its operation a reason-
able opportunity to connment ; and

(5) assure that public notice given under this suli-

section specifies the following:

(B) the general purposes of the sysiem;
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(¢} the categories of per sonal information an
approximate number of. persons on “whom informa-
{ion Is maintained;

(D) the categories of information maintained,
confidentiality rcquifemonis, and access controls;

(B) the organization’s policies and pmc‘dcbs
regarding information storage, duration of retention
of informati On; and purging of such information;

(F) the categories of 111fonmnon sources

(@) a description of types of use made of

~information 'iuch‘iding all classes of msers and the

organizational 1chm<)n<h ns among them;

(IT) the procedures wherebhy an individual may
(i) be informed if he is the & hicet of information
in the system, (ii) gain access to such mformation,
and (iii) contest the acﬁu*a,q*, completeness, time-
liness, pertinence, and the nce essity for refention
of such information; |

(I) ihe procedures \\‘hC]'Ch)’ an individual oy
aroup can gain access (0 1 (he information syxtem used

for slutistical reporting or reseavch in ovder o ahject

them to independent : aua) yiss and

(J) the husiness address and telephione nii-

system.
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(d) An3 wh orgatization mainfaining personal in-

formation shall—

(1) mfozm any mdividu: 1] asked to snpp}\ pe rsonal
formation whether such mdwld twl 18 1equncd by law,
or may refuse, to supply the information requested, and
also of any specifie consequences which are known to the
organization, of ;:"roviding or not providing such informa-
tionﬁ |

(2) request pemﬁséion of a data subject to dissein-
inate part or all of such information to another organiza-
tion or system not baving regular access atiﬂwrii{y, and
indicate the use for which such information is intended,
and the specific consequences for the ndividu:ﬂ, which
are known to the organization, of providing or not pro-
viding such permission;

(é) upon request and proper identification of any
iudi\}dual who is a data suhjoti_ arant such ndividual
the right to iuspeet, in a form ‘compz‘chonsiblé to such
indiviflual—

(A) all personal information about that indi-
vidual exeept that, in the case of medical informia-
tion, such information shall, upon written authoriza-
tion, he given to a physician designated by the

mmdividnat.




|8

]

10

11

12

13

1+

15

16

12

(B) the nature of the sonrces of the Tnforma-
tion; and

() the recipients of personal information ahont
sueh individual including the idvmi{y of all persons
aud organizations ivolved and their relationship
to the system when not having regular aceess
authori ty; |

(4) at a mininmm, make disclosures which are
required by this Act to individuals who arve data sub-
jects— |

(A) dwring normal husiness hours;

(B) in person, i the data subject appears n
person and fwrnishes proper identification, or hy
mail, if the data subject has made a written request,
with proper identilication, at reasonable standard
charges for document search- and duplication; and

(1) permit the data subject to he accompanied
by one person of his choosing, who must furnish
reasonable identification, vi;’copi' that an organiz-
tion may requive the data subject to furnish a writ-

fen statement granfing permission o the orgamzn-

tion to dizenss that individual's file inosuch person’s

Nresenee

PR v N v i
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o data subjeets that suel individual wishies 1o ebiai-

o
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lenee, correct. or explain mformation about him i sueh

(A) investigate and record the current status
of such personal information;

(1) p{;}'go any such infornation: that is found
to be ncomplete, huaccurate, not pertinent, not
timely nor necessary to be retained, or can no longer
be verified;

() aceept and include in the record of such
information, if the investigation does not resolve
the dispute, any statement (noi more than two
hundred words in Jength) provided 1)54 such indi-
vidual setting forth his position on such disputed
information;

(D) n any subsequent dissewination or use of
disputed information, clearly nofe that such infor-
zﬁmion is disputed and supply the statement of
such indivi(hm‘]rt(‘)gcﬂicf with such information;

~ (E) make clear and conspicuous disclosure to
- such individaal of his right to make a request under
this paragraph;

(I) at the request of sneh Endi\'idu:“xl, following
auy correction or purging of personal information,

fﬂ]'”i\’}i 10 D:!'\?f ’{'(‘('5?);(‘1]‘?% ("1{ e h\,‘f‘ul‘}nf}r:nw nu"vi"-_
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and |

-(G) in the (m of a failure to resolve a dispute,
advise such individual of Lis right to request the
assistance of the Tederal Privacy Board.

(¢) Tach cuedr organization nintaining a personal
imformation system ou ihe date of the enactment of this Act
shall notify by mail each data subject of the fact not later
than two years following the date of ¢ sactment of this Act,
at the last known address of the sahject. el notice shall—

(1) deseribe the type ol snformation held in such
system or systems, expected uses allowed or contein-
plated; and
(2) provide the name and full address of the place
acliere the data subject may thﬁin personal information
pertaining fo him, and in the system.
(1) Ddh szﬂ)jocts of archivaldype nactive filos, records,
L 4
or reports shall e notified by mail of fhe reactivation,
qecessing, v eaceessing of such [iles, vecords, OF reports
. .
ot later an 8iX months after the date of the enactment
of {his Act.
(¢) The 1'(:)(1\131‘011'1m1.1,~;. of subsections {a) (3) and (+)

and subgections (©) and (d) (1) and (2) of this section

Sdermation system that Beseminates statistival reporis v

.....




s e i e e

-

15

Y

1’1 research findings based on personal infornmtion drawn from

2 the systemn, or from systems of other orgunizations, (2)

3 purges the names, personal numbers, or other identifying

4 particulars of individuals, and - (3) certifics to the Federal

-

5 DPrivacy Board that no inferences may he drawn about any

6 individual.

7 EXEMPTIONS
8 Sre. 202, The provisions of this title shall not apply to

9 personal Informa tion systems—

10 (1) to the extent that information in sueh systems -
1 s ‘m*nmmcd by & Federal ageney, and the head of that
12 :‘igozjzcy determiines that the release of the information
13 would seriously dainage national defense;

JPUER (5 ‘ doaf aniiva priminal vnetiontar
14 (2} which are part of active eriminal investigatory

15 - iles conlpdcd by Teder a] State, or local law enforce-

»

16 ~ ment organizations, except where such files have heen
17 maimginod Jor a por}cd longer than is necessary to coni-
18 mence criminal prosecution; or -

19 (3) maintained by the press and news mcdia,. ex-
20 Ccpﬁ information  relating  to employees  of  such
91 ~ organizations.

92 USE OF SOCLAL SECURITY NL’:)U.:ICR

2

See. 2031t shall he wnlawful for any organization to

oy require an individual fo diselose or fu rni=h his <ocial securitv
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Dusiness transaction or comuercial or otlier activity, or (o

reluse to extend credit or make a loan or fo cufer into any
other business transaction or cormpereial relationship with
an individual (except to the extent specifically neeessary for
Tie condnet or administration of the old-age, survivors, and
Qisability inswrance prograul established under title 1T of
e Social Secwrity Aet) in whole or i part heeause sufh
individual does not disclose or furnish s'uch nnber, unless
the disclosure or furnishing of such number s specifieally
required ‘by Taw.
CPITLE I1—218CELLANEOUS
| DEFINITIONS |

Spe. 301, Asused in this Aet—

. (1) the term © ?30;1111” means the Federal Privacy

Board;
(2) the term “information cystem’”” means the total
Mcomponmté and operations of a 1‘cc<mﬂ<{‘feping PLOCess,
whether antomated or manual, containing personal in- .
formation and the name, personal number, or other
identifving 1);(1'11&41:11’5 ;

(3) the term “‘pm'smml‘infm'n‘mti(m" meang all -

formation that deserihes, Tocates or indexes anvihivg

{ra=aenons. pedieal Tostory, crivninale or empioyien|
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record, or that affords a basis for inferving personal char-
acteristics, snch as finger and voice prints,-photographs,
or things done by or to such individual; and the record
of his presence, resistration, or fnerxﬂ’)@rshiﬁ in an orga-
nization or activity, or adwmission to an institution;

(+) the term “data Subj(‘(tt‘” means an individual
about whom personal Information is indexed or may he
Jocated under his name, personal number, or other
1dentifialle p'nl‘ticulzu"s, in an information system;

(5) the term ““di'sscminate”' means to release,
transfer, or otherwise communicate information orally,
in writing, or by clectronic means; |

(6) the term “‘organization” means any Federal
agency; the govermment of the District of Columbia;
any authority of any State, local government, or other
Jurisdiction; any public or private entity engaged: in

o«
business for profit, as relates to that bhusiness;

(%) ihe term “purge” means to obliterate informa-
tion  completely from the tmnsiént, permanent, - or
archival records of an organization; and

(8) the term “Federal ageney” means any depart-

ment, ageney, mnstramentality, or establishment in the

exceutive branch of the Government of the United
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TRADE SECRETS
Spo. 302, Tu conmection with any dispute over the ap-
phication of :;ny'pl'ovi}:ion'of (Lis Act, no organization shall
reveal any personal iformation or zmy‘pr{)fossimml, pro-
prietary, or husiness secreis; except as is required -under
this Act. All disclosures 0 required shall be regarded a8
confidential by those to whom they are made.
CRIMINAT, PENALTY
Qpe. 903, Any organization or )'espdnsﬂ)}c officer of
an organization who willfully—
(1) keeps an information system withont having
notified the Federal Drivacy Board; or
(2) issucs pcwhnnl suformation in vielation of
this Act; |
<hall be fined not more han §10,000 in each instance oF
inii.prisorxcd Hot more than five years, or both.
CIVIL REMEDIES
- 4pe. 8504, () The Attorney General of ihe Tnited
States, on the advice of the Federal Privacy Board, or sy
aggrieved person, may ’m'ing'.mx action in the appropriate
United States district court against any pereh who g en-
saged, is engaged, or is about to engage In ainy acls or pracs

e don of the provisions of thiv Mot or mles of e
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uy person who violates the provisions of this A,
or any rale, regulation, or order issued therennder, shall be
liable to any person dggrieved thereby i an amount es n&l to
the sin 0f- /’ ’ '
( ) any ﬂ(tn:ﬂ damages sustained 1 iy an individual ;
(2) pmnm ¢ damages where appropriate;
(3) in the Base of any successful action to enforce
any Iinhiliiy under this section, then costs of the action
together with reason: 1H~ attorney’s fees as determimed
by the court.
The United States consents to he sued nnder this seetion
witheut Jimitation on the amount in Controversy.
JURISDICTION OF DISTRICT COURTS

. SEC. 305, The distriet comrts of the United States have
jurisdiction to enfoyce any subpena or order issued by the
Tederal Privacy Board under seetions 102 or 103, respec-
tively, of this Act.
- RIGITT OF ACTION

See. 306, (1) Any individeal who is denied access to
i)ﬂf(')x'nlzni()l] required to be disclosed under the provisions” ol
this Vet iz entitled to judicial review of the grounds for sucly
denial.

(h) The distriet courts of the United States liave juris-

cection (a) of (hix section.
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dade of ieenactment. .o
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ATUTIORIZATION OF APPROPRIATIONS

L»l C. .J()S 'lhuc are aumowcd to he appropriated such

SUMs as 1}1{1‘\'

Act.
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This Act shall take effect one year after the




