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Introduction 

 Who am I? 
– Dennis Pickett, Senior Manager of Information Security at 

Westat 
 What will we be discussing? 

1. What is Vulnerability Management? 
2. Why is vulnerability management important? 
3. What activities are in a Vulnerability Management 

program? 
4. Westat’s Vulnerability Management Program 
5. What do you do if a scan detects a possible breech? 



What is Vulnerability Management? 

 Cyclical process for identifying and remediating, or 
mitigating, vulnerabilities in the enterprise. 
 It is critical for managing risks that could allow an 

attacker to compromise the confidentiality, integrity, 
and availability of an information system. 
 Goal of preventing attackers from compromising 

information. 
 Directly tied to Breech Detection and Incident Response. 

 



Why is vulnerability management important? 

 Software and hardware is so vast and complex now 
that vulnerabilities are constantly being discovered, 
by both “good” and “bad” guys. 
 Information technology (IT) is so dynamic that 

changes and updates are happening all the time. 
Often these can introduce new vulnerabilities. 
 The threat landscape is increasingly concerning. 

– Attacks are more complex. 
– Attacks are more targeted. 
– “Consumerization” of attacks. 
– Breeches are more public. 
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Threats
Timed detonation is becoming a more used technique in targeted attacks, especially with nation state sponsored hacking. This occurs when a breech is made, but the malicious software the attacker then installs hides itself by not doing anything right away, and then later activates on based on a timer.
Many new attacks are set up as staged events now. One attack could have five stages where each stage is just a piece of the overall attack. By breaking things into smaller components like this, it is much harder to detect that an attack is happening.
There are many more attacks happening on the Android platform, but much more prevalent in non-English speaking countries that use non Google AppStores that have more foreign language apps available.
C level company staff will have nice homes, with lots of household devices connected to their network. If an attacker can leverage those vulnerabilities and then make their way via VPN into the corporate network that will be a great threat vector.
42% of attacks this past year were aimed at medical records.
 
Monetization (how are attackers making money from their efforts)
The “consumerization” of sophisticated attack methods is proliferating. This means people are package very sophisticated attack methods and resources at low prices that any non-skilled attacker can use. Many of these attack offerings even come with money back guarantees and help desk support.
Current cost of some items:
Less than $1 will get you a credit card number, you can buy as many as you want, and there is an almost unlimited supply available.
$50 a month will get you a 20,000 strong computer botnet to perform large scale attacks.
$60 will get you Facebook account. Very valuable because people use their FB account to log into many things these days.
$60 will get you EBay credentials. This is much more valuable than credit card numbers because they come with a level of trust with the user’s rating showing they are a trusted auctioneer, and that trust can be exploited for larger monetary gain. 
Big money is now being made in stock market manipulation, especially in international monetary flow.
Russian hackers manipulating the energy market with alleged support of Russian government.
"Pump and dump" botnets started about four years ago and are growing.
This week the U.S. issued a warning notice about "systemic cyber threat" to the financial market.
The eBay hack this year got a million user's information. EBay said "no credit card info or passwords" and everyone thought they were ok. But they got postal info and a lot more. Now these locations are used for drops of stolen goods and other things.
 
Forensics
The Internet of Things (IOT) is now very much a reality, with all manner of household devices now being Wi-Fi enabled, connected, and managed by a computer or with a smartphone.
With so many IOT components proliferating, it presents new challenges, not just in the area of data security, but particularly in the area of forensics.
How do you trace a breech back to determine how it happened, how long it has existed, and where it has spread if so many components connect? Was it the refrigerator that was the initial breech point, or does it just now hold the malicious package with a timer for later detonation?
There is now an Endpoint Sensor product newly available from TrendMicro that can be installed prior to, or after an attack to help perform forensic activities. Its goal is to help determine scope and impact of issues and answer questions like, “What do I really need to reimage?”
 
Combating the Threat
Putting pressure on the economics of the underground data selling efforts is the best way to undermine it, but that's a policy and international effort that won't be here for a long time.
The U.S. has been hit by many Point of Sale (PoS) attacks this year, among the compromised were Target, Neiman Marcus and Michaels. Europe doesn’t have this problem because all their credit cards “chip and PIN” for making credit card purchases. Essentially they have multifactor authentication for use of credit cards. 
The TrendMicro Deep Discovery product that we own has been constantly improved to stay ahead of the attackers by making their sandboxing, where they detonate suspicious files and study the effects, even more sophisticated. 
Software Defined Networks (SDN), are being used to isolate malware after it triggers, it keeps the malware from realizing it is in effect sandboxed. Keeps bad guys busy while they analyze the attacks.
“Threat Intelligence” is the most critical things now. It’s about having people and tools that “ask the right questions” when studying the suspicious activity and files.
As always, a “defense in depth” strategy of having layers of security controls is the most effective way to stop threats, mitigate risk, and perform breech identification.
  




What activities are in a Vulnerability 
Management program? 
1. Inventory 
2. Scan 

– Operating Systems 
– Major Components 
– Applications 

3. Remediate 
– Patches 
– Code changes 
– Manual fixes 

4. Verify and Monitor 
 



Westat’s Vulnerability Management Program 

 Defense-in-depth approach, which means layers of 
detection. 
 Process 

– Weekly system scans 
– Applications scanned before going live 
– Applications scanned if code change 
– Weekly patching 
– Log file reviews 
– Weekly meetings between security and system admins 

 Tools 
– Juniper Intrusion Detection 
– Tenable Security Center – Nessus 
– IBM’s AppScan 
– Trend Deep Security 
– Trend Deep Discovery for breech detection 

 



What do you do if a scan detects a possible 
breech? 

 Vulnerability management is a preventative activity. 
 There may be a time where a scan identifies, or 

leads to discovery of a possible breech. 
 High Level Steps: 

– Convene Incident Response Team 
– Containment 
– Investigation 
– Eradication 
– Recovery 
– Reporting 



Questions? 
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