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IDCRP: A Global Network 
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Infectious Disease Clinical Research Program (IDCRP) is a worldwide network of Department of Defense (DoD) clinical and research centers that have collaborated to investigate infectious disease challenges facing the military.With a presence at the largest DoD medical centers, the IDCRP conducts research at 18 military medical facilities and collaborates with 12 military research sites across the world. The program is headquartered within the Department of Preventive Medicine and Biometrics at the Uniformed Services University in Bethesda, Maryland.
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12 Sites 

70 Tablets 

Our System 
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3 Studies 
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70 tablets at 8 CONUS medical centers and 4 OCONUS sites



Our System 
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Mobile, tablet-based, offline-enabled, flexible for eCRFs or CASIC



HIV Risk Behavior Survey 
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- Add a risk behavior survey to an established, longitudinal HIV Natural History Study- Allow participant responses to be connected to subject dataProtect participants, site personnel, and data management team from exposure to responsesPart of longest-running IDCRP study, HIV Natural History study, focusing on HIV+ service membersParticipants complete visits every 6 months, with surveys done yearlySome participants have been with study for 10 years, wanted to add survey asking new sensitive questionsResearch is a Privilege, Not a RightConfidential survey to capture self-reported risk behaviors of HIV+ participantsEnrolling active duty and retired service members and dependents at 7 DoD medical centers



The Challenges 

Not anonymous but… 
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Survey cannot be anonymousResponses must be connected to previously collected and future dataSurvey must be confidentialSensitive questions being asked to sensitive participantsBuild trust and maintain confidence of our participants by keeping responses confidentialGet honest, accurate answers because participants trust the confidentialityProtect participants and staff, UCMJ implications for some questions



Protect participants… 
 …and researchers 
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Protect site personnel, and data team from accidental exposure to identified subject responsesOnly analysts should be able to match subjects with subject responses (but not with any identifiers)Participants have limited time available to complete surveyWide variation in subject population requires solution to be easy to learn, easy to use



Build Trust  

Self-Guided 
Training Secure Pause 
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CRC sets up survey with participant information, provides brief guidance and leaves roomParticipant completes self-guided training to learn how to use tablet and CASIC softwareSecure PauseSessions encrypted



Maintain Confidentiality 

055-78-1234 

zpYZ1txBMseB6k5 
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PIN encrypted and masked from CRCs, subjects, site personnel, data managersSite personnel and data managers could be exposed to PII of subjects so they’re unable match responses to subject IDDecrypted and matched to participants’ previously collected or future data by analysts, unable to see any identifiers
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PIN encrypted and masked from CRCs, subjects, site personnel, data managersSite personnel and data managers could be exposed to PII of subjects so they’re unable match responses to subject IDDecrypted and matched to participants’ previously collected or future data by analysts, unable to see any identifiers



Building Subject Trust 
 

Maintaining 
Confidentiality 

 
Protecting Responses 
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Conclusion



Questions? 
 

Thank You! 
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